TradeFIRST Self-Assessment Checklist

	S/No.
	Criteria
	Y/N

NA
	Description
(Summary of measures or internal documentation in place)

	Section 1: Company Profile & Commitment

	1.1.1
	Does your company have the following?
	
	

	
	a) Corporate policy statement
	
	

	
	b) Security Management System  (SMS)
	
	

	
	c) For companies dealing with strategic goods:  Trade Compliance Policy Statement
	
	

	1.1.2
	Does your company conduct pre-employment verification?
	
	

	1.1.3
	Does your company conduct background checks and investigation on:
	
	

	
	a) Prospective employees?
	
	

	
	b) Current employees?
	
	

	1.1.4
	Does your company have procedure to handle resignation and termination of personnel?
	
	

	1.1.5
	Is there clear segregation of duties and defined roles/responsibilities?
	
	

	1.1.6
	Does your company provide a security awareness programme (can be internal or external) to employees?
	
	

	
	Does your company provide training on customs procedures (can be internal or external) to employees?
	
	

	
	Are employees required to attend refresher training on security awareness and/or customs procedures?
	
	

	1.1.7
	Does your company include the following in its security awareness programme?
	
	

	
	a) “Recognising potential threats”
	
	

	
	b) “How to maintain cargo integrity”
	
	

	
	c) “How to protect access control”
	
	

	1.1.8
	Does your company educate/train employees on how to report incidents?
	
	

	
	Is there an internal system of notifying Singapore Customs and/or other relevant government authorities on any illegal or suspicious activities as appropriate?
	
	

	1.1.9
	Does your company conduct a security risk assessment of your operational processes and supply chain?
	
	

	
	Does your company review the security risk assessment to ensure its effectiveness and relevance?
	
	

	Section 2: Inventory Management & Controls

	2.1.1
	Does your company have procedures in place to ensure that information in all documents used in the movement & clearance of cargo is legible, complete, accurate and protected against exchange, loss or erroneous information?
	
	

	
	For companies dealing with strategic goods:

Does your company keep records of Internal Compliance Programme (ICP) documentation such as ICP Manual and screening results?
	
	

	
	Are the above documents kept for a minimum of 5 years?
	
	

	2.1.2
	Does your company have an information management policy to:
	
	

	
	a) Classify information
	
	

	
	b) Control  access to information
	
	

	
	c) Store information
	
	

	
	d) Detect discrepancies (e.g.  improper access, tampering or altering of data)?
	
	

	2.1.3
	Does your company have a policy to identify controlled or dutiable items? Please indicate in ‘Description’’ if the policy is supported by an IT system.
	
	

	2.1.4
	Does your company have a policy to track and trace:
	
	

	
	a) Movement of goods?
	
	

	
	b) Location of goods?
	
	

	
	c) Transaction history?
	
	

	
	d) Stock balance?
	
	

	2.2.1
	Is your IT system able to identify the abuse of IT including improper access, tampering or the altering of business data? Please indicate whether this system is manual or automated under the ‘Description’.
	
	

	
	If yes, is the above system audited?
	
	

	2.2.2
	Does your company have data backup in place? Please indicate in ‘Description’ if the data backup is stored onsite or offsite.
	
	

	2.2.3
	Does your company’s IT security system have anti-virus, firewall and password protection?
	
	

	Section 3: Procedures & Processes

	3.1.1
	Does your company have procedures on the business processes in relation to cargo handling, from the moment when orders are received to delivery of goods?
	
	

	3.1.2
	Do the SOPs include the following?
	
	

	
	a) Cargo inbound and outbound process flow.
	
	

	
	b) Processes on the proper release/receive/stock-take of cargo
	
	

	
	c) Segregation of duties/defined roles & responsibilities
	
	

	
	d) Signature and stamp policy
	
	

	
	e) Consistent with customs procedures/requirements?
	
	

	3.1.3
	Does your company have the following in place?
	
	

	
	a) Reporting mechanism for employees to report cargo-related incidents.
	
	

	
	b) Investigation procedures to investigate cargo-related incidents.
	
	

	
	c) Corrective measures after these cargo-related incidents and reported and investigated.
	
	

	3.2.1
	Does your company store containers and cargo in a secured area to prevent unauthorised access and/or tampering?
	
	

	3.3.1
	Does your company inspect the physical integrity of the container structure, including the reliability of the locking mechanisms of the doors?
	
	

	3.3.2
	Does your company have procedures for controlling, affixing and checking seals?
	
	

	3.3.3
	Does your company use high security seals that meet or exceed the current PAS ISO 17712 standards for your containers?
	
	

	3.4.1
	Does your company conduct inspection of its conveyance?
	
	

	3.4.2
	Does your company have conveyance tracking system to monitor and report the timely movement of cargo?

(Please state under ‘Description’ the type of tracking system used.)
	
	

	3.4.3
	Does your company have a drivers’ guide to educate drivers on the following?
	
	

	
	a) Inspection of conveyance.
	
	

	
	b) Policies on keys, parking area, refueling and unscheduled stops.
	
	

	
	c) Reporting procedures for accident / emergencies.
	
	

	
	d) Reporting irregularities in loading, locking and sealing.
	
	

	3.4.4
	Are loaded conveyances stored in a secured area to prevent unauthorised access and/or tampering?
	
	

	Section 4: Security

	4.1.1
	Is there external perimeter fencing around buildings and warehouse?

(Please state under ‘Description’ how many of the total sites have such fencing in place.)
	
	

	4.1.2
	Is there internal perimeter fencing within cargo handling areas to segregate high value/hazardous/dutiable goods?
	
	

	
	Are there access control measures to areas with high value/hazardous/dutiable goods?
	
	

	4.1.3
	Does your company inspect the fencing for integrity and damage?
	
	

	4.1.4
	Are the entrances and exits for all vehicles and/or personnel manned, monitored or controlled?
	
	

	
	Does your company conduct random inspection on vehicles and/or personnel?
	
	

	4.1.5
	Is parking for private passenger vehicles segregated from the cargo handling or storage areas?
	
	

	4.1.6
	Does your company have locking devices and key controls in place at all points of access and key critical areas?
	
	

	
	Is the issuance of the keys tracked and controlled?
	
	

	4.1.7
	Is there adequate lighting at critical areas such as entrances and exits, cargo handling and storage areas, fence lines and parking areas?
	
	

	4.1.8
	Does your company have an intrusion alarm in place?
	
	

	4.1.9
	Does your company video surveillance cameras or CCTVs?
	
	

	4.1.10
	Is there positive identification for all employees?
	
	

	4.1.11
	Does your company check the photo identification of visitors/contractors?
	
	

	4.1.12
	Are all visitors/contractors:
	
	

	
	a) Only given access to areas needed for visit/duties?
	
	

	
	b) Required to be escorted within the company's premises?
	
	

	
	c) Required to display the visitor pass at all times?
	
	

	4.1.13
	Does your company have procedures for all employees to report and engage any unauthorised or unidentified persons?
	
	

	4.2.1
	Does your company have procedures to screen and select business partners?

(If yes, please state how screening and selection of business partners is conducted under ‘Description’.)
	
	

	4.2.2
	Does your company have security requirements for business partners?
	
	

	4.2.3
	Does your company have procedures to monitor and review business partners’ compliance to security requirements?
	
	

	4.3.1
	Does your company have a written contingency or emergency plan?
	
	

	4.3.2
	Does your company have a written Business Continuity Plan (BCP)?
	
	

	Section 5: Others (Strategic Goods Control)

	5.1.1
	Does your company conduct internal audits of its strategic goods export compliance system? Is there a compliance checklist in place?
	
	

	
	Are the audits conducted regularly?  If yes, please indicate the frequency of audits under ‘Description’.
	
	

	
	Is there an internal system of notifying Singapore Customs within 7 days of shipment/transfer if there is any known/suspected non-compliance with the SGCA/SGCR and/or conditions specified by Singapore Customs?
	
	

	5.1.2
	For companies dealing with strategic goods:  Does your company nominate suitable officers responsible for the implementation of strategic goods control and ensure compliance with SGCA (Strategic Goods Control Act)?
	
	

	5.1.3
	For companies dealing with strategic goods:  Does your company provide training on strategic goods export control for employees? Please indicate in ‘Description’ if employees are required to attend refresher training.
	
	

	5.1.4
	For companies dealing with strategic goods:  Does your company have the following in place?
	
	

	
	a) Working procedures to classify products/technology?
	
	

	
	b) Qualified personnel(s) to determine the classification.
	
	

	
	c) Procedures to review the classification in the event of product modification or update in the Strategic Goods Control List?
	
	

	
	d) Procedures to screen shipments/transfer to ensure that strategic goods or any shipment or transfers of strategic goods and technology are covered by a valid permit?
	
	

	
	e) Procedures to check originating/supplying country’s export/re-export license requirement?
	
	

	
	f) Process to hold shipment till all relevant information and documents are obtained before releasing shipment?
	
	

	5.1.5
	For companies dealing with strategic goods:  Does your company have working procedures to screen customers and end-users to ensure that transactions performed are to known legitimate customers or end-users? If yes, please highlight any screening software/system and documents used under ‘Description’.
	
	

	
	Are there any diversion risk “red-flag” indicators checklist used for screening and validation of customers and end-users?
	
	

	
	Are there any follow-up actions plan and escalation procedure when red-flags are raised?
	
	


	I acknowledge that all information submitted to Singapore Customs is correct, accurate and complete at the time of submission.

	
	
	
	
	

	(Name, designation and signature of authorized personnel)
	
	Company Name
	
	(Date)


	S/No.
	Criteria
	Explanatory Notes

	Section 1: Company Profile & Commitment

	1.1.1
	Does your company have the following?
	

	
	a) Corporate policy statement
	A statement of company’s vision, mission, values, etc. 

	
	b) Security Management System  (SMS)
	A statement of company’s commitment to develop, document, implement, maintain and review company’s supply chain security measures and practices. 

	
	c) For companies dealing with strategic goods:  Trade Compliance Policy Statement
	A statement of company’s commitment to comply with the Strategic Goods Control Act (SGCA) and its regulations and other related domestic legislations. This policy statement must be prepared with the company letterhead, dated and signed by a senior management, which includes his/ her name and designation.

	1.1.2
	Does your company conduct pre-employment verification?
	A process to validate/ verify that the information contained in the application form is accurate.

	1.1.3
	Does your company conduct background checks and investigation on:
	A process to establish additional information of an employee from other sources. 

Eg. reference checks, check with previous employers, credit bureau screening, ombudsman policy, etc.

	
	a) Prospective employees?
	

	
	b) Current employees?
	

	1.1.4
	Does your company have procedure to handle resignation and termination of personnel?
	A process to ensure that items issued to employees are retrieved upon resignation or termination. 

E.g. retrieve employees’ identification cards, terminating information systems access, keys, notifying suppliers/ business partners of termination, etc.

	1.1.5
	Is there clear segregation of duties and defined roles/responsibilities?
	A process to identify the respective roles and responsibilities of staff in company’s workflow, processes, procedures and reporting channels.

	1.1.6
	Does your company provide a security awareness programme (can be internal or external) to employees?
	A process to educate/ train employees on security within the workplace. This is to emphasise the importance of security and ensure compliance.

	
	Does your company provide training on customs procedures (can be internal or external) to employees?
	A process to educate/ train employees to adhere to customs procedures, i.e.  movement of controlled goods & dutiable goods, customs documentations, valuation. This is to ensure compliance.

	
	Are employees required to attend refresher training on security awareness and/or customs procedures?
	A process to conduct refresher training at regular intervals.

	1.1.7
	Does your company include the following in its security awareness programme?
	Security awareness programme outline should include the 3 mentioned topics but not limited to it.

Please state in the ‘description’ if there are other security topics covered.

	
	a) “Recognising potential threats”
	

	
	b) “How to maintain cargo integrity”
	

	
	c) “How to protect access control”
	

	1.1.8
	Does your company educate/train employees on how to report incidents?
	A process to educate/ train employees on how to go about reporting incidents, i.e. suspicious parcels/ persons, unattended item, unauthorized access, etc.

	
	Is there an internal system of notifying Singapore Customs and/or other relevant government authorities on any illegal or suspicious activities as appropriate?
	An escalation process to report illegal or suspicious activities to the appropriate authorities.

	1.1.9
	Does your company conduct a security risk assessment of your operational processes and supply chain?
	A process to assess and identify security risks/ threats in company’s operations and come up with measures to mitigate the risks. 

Measures to mitigate the risks should be audited to ensure that they are executed/ complied with.

This process should be reviewed regularly due to the dynamic changes in business operations and external environment.

	
	Does your company review the security risk assessment to ensure its effectiveness and relevance?
	

	Section 2: Inventory Management & Controls

	2.1.1
	Does your company have procedures in place to ensure that information in all documents used in the movement & clearance of cargo is legible, complete, accurate and protected against exchange, loss or erroneous information?
	A process to ensure that all documents (shipping documents, invoice, delivery note, etc) used in the movement & clearance of cargo are accurately filled-in by the relevant people and validated, internally, at random to ensure compliance.

	
	For companies dealing with strategic goods:

Does your company keep records of Internal Compliance Programme (ICP) documentation such as ICP Manual and screening results?
	A record keeping policy to ensure that the ICP manual and related documents  are updated and relevant screening results are kept E.g. include end-user screening results, products screening results, training records, audit reports, etc.

	
	Are the above documents kept for a minimum of 5 years?
	

	2.1.2
	Does your company have an information management policy to:
	A set of rules that govern the availability and behaviour of a certain type of important content. Policy enables administrators to classify, control and evaluate who can access information, how long to retain information, and how effectively people are complying with the policy. The most common creators and enforcers of policy are compliance officers, records managers, IT staff, and others who are responsible for managing risk.

	
	a) Classify information
	

	
	b) Control  access to information
	

	
	c) Store information
	

	
	d) Detect discrepancies (e.g.  improper access, tampering or altering of data)?
	

	2.1.3
	Does your company have a policy to identify controlled or dutiable items? Please indicate in ‘Description’ if the policy is supported by an IT system.
	A process to conscientiously be aware of controlled or dutiable items where there are certain requirements that company would have to comply with when dealing with such products. 

	2.1.4
	Does your company have a policy to track and trace:
	

	
	a) Movement of goods?
	A process to track the movement of goods within the warehouse e.g. between the different lots within the warehouse.

	
	b) Location of goods?
	A process to track the exact location of the goods within the warehouse. 

	
	c) Transaction history?
	A process to trace the external movement of goods in and out of the warehouse.

	
	d) Stock balance?
	A process to track the stock balance of goods in the warehouse.

	2.2.1
	Is your IT system able to identify the abuse of IT including improper access, tampering or the altering of business data? Please indicate whether this system is manual or automated under the ‘Description’
	A process to monitor system access and use. System should be able pick up, track or detect improper or attempted access, changes to business data, etc. Process should include event logging, monitoring system use (ensure users perform activities that are explicitly authorised) and clock synchronization. 

	
	If yes, is the above system audited?
	A process to ensure audit requirements and activities involving checks on operational systems should be carefully planned and agreed to minimize the risk of disruptions to business process. 

	2.2.2
	Does your company have data backup in place? Please indicate in ‘Description’ if the data backup is stored onsite or offsite.
	A process to back-up essential business information such as production server, critical network components, configuration backup, etc., regularly.

	2.2.3
	Does your company’s IT security system have anti-virus, firewall and password protection?
	A process to ensure that security controls are in place to protect information systems from unauthorized access.

	Section 3: Procedures & Processes

	3.1.1
	Does your company have procedures on the business processes in relation to cargo handling, from the moment when orders are received to delivery of goods?
	A process to develop standard procedures and guidance material to allow personnel performing or supervising critical tasks to verify that all task steps are completed in the proper sequence.

	3.1.2
	Do the SOPs include the following?
	

	
	a) Cargo inbound and outbound process flow.
	A process to ensure that arriving and departing cargo is reconciled against relevant documents and check that cargo is accurately described, weighed, labelled, marked, counted and verified. 

	
	b) Processes on the proper release/receive/stock-take of cargo
	A process to ensure persons / drivers delivering or receiving cargo must be positively identified.

	
	a) Segregation of duties/defined roles & responsibilities
	A process to ensure that supervisory personnel are not overloaded in their responsibilities such that it would prevent them from properly exercising responsibility to ensure the integrity of the cargo.

	
	b) Signature and stamp policy
	A process to ensure that documents pertaining to custody and responsibility over cargo transferred or when a service is provided should be signed by the person delivering and receiving it.

	
	c) Consistent with customs procedures/requirements?
	A process to ensure that products are positively identified and shipments of the products comply with Singapore Customs (SC) and Controlling Agencies (CA) permit/ licensing requirements.

	3.1.3
	Does your company have the following in place?
	

	
	a) Reporting mechanism for employees to report cargo-related incidents.
	A process for employees to report cargo related incidents such as short landing/ over landing of cargo, irregularities, damages, etc.

	
	b) Investigation procedures to investigate cargo-related incidents.
	A process to ensure that incidents are investigated and analysed with the objectives of determining the cause of the incident.

	
	c) Corrective measures after these cargo-related incidents and reported and investigated.
	A process to implement the necessary revisions and improvements to prevent recurrence of similar incident.

	3.2.1
	Does your company store containers and cargo in a secured area to prevent unauthorised access and/or tampering?
	A process to ensure that cargo and containers are stored at allocated areas where movement of people and vehicles are controlled. 

	3.3.1
	Does your company inspect the physical integrity of the container structure, including the reliability of the locking mechanisms of the doors?
	A process to ensure container integrity to protect against the introduction of unauthorised persons/ materials. 

	3.3.2
	Does your company have procedures for controlling, affixing and checking seals?
	Seals are to be affixed by a responsible, designated employee that has received appropriate instruction and knowledge in the proper use and application of seals. 

	3.3.3
	Does your company use high security seals that meet or exceed the current PAS ISO 17712 standards for your containers?
	High security seals are constructed and manufactured of material such as metal or metal cable with the intent to delay intrusion; they generally must be removed with quality bolt cutters or cable cutters. 

	3.4.1
	Does your company conduct inspection of its conveyance?
	A process to ensure conveyance integrity to protect against the introduction of unauthorised persons/ materials.

	3.4.2
	Does your company have conveyance tracking system to monitor and report the timely movement of cargo?

(Please state under ‘Description’ the type of tracking system used.)
	A process to track and monitor the movement of conveyance carrying the cargo between companies and external parties.

	3.4.3
	Does your company have a drivers’ guide to educate drivers on the following?
	A process to develop a set of guidelines to educate/ train drivers.

	
	a) Inspection of conveyance.
	

	
	b) Policies on keys, parking area, refueling and unscheduled stops.
	

	
	c) Reporting procedures for accident / emergencies.
	

	
	d) Reporting irregularities in loading, locking and sealing.
	

	3.4.4
	Are loaded conveyances stored in a secured area to prevent unauthorised access and/or tampering?
	A process to ensure that loaded conveyances are stored at allocated areas.

	Section 4: Security

	4.1.1
	Is there external perimeter fencing around buildings and warehouse?

(Please state under ‘Description’ how many of the total sites have such fencing in place.)
	A perimeter fence is a structure that circles the perimeter of an area which is used to indicate property boundaries and to enclose secure areas. To be effective, fences should be of proper height and needs to be in good condition.

	4.1.2
	Is there internal perimeter fencing within cargo handling areas to segregate high value/hazardous/dutiable goods?
	As above.

	
	Are there access control measures to areas with high value/hazardous/dutiable goods?
	A process to monitor and/ or control the movement of personnel going in and out of the enclosed secure area.

	4.1.3
	Does your company inspect the fencing for integrity and damage?
	A process to physically inspect the integrity of the fence and lookout for damages.

	4.1.4
	Are the entrances and exits for all vehicles and/or personnel manned, monitored or controlled?
	A process to regulate the movement of persons/ vehicles into company’s premises and prevent unauthorised entry.

	
	Does your company conduct random inspection on vehicles and/or personnel?
	A process to prevent harmful devices from being brought into the premises and prevent the removal of information and materials from the premises without valid approval/ authorisation.

	4.1.5
	Is parking for private passenger vehicles segregated from the cargo handling or storage areas?
	A process to restrict the cargo handling or storage areas to authorised personnel only. 

	4.1.6
	Does your company have locking devices and key controls in place at all points of access and key critical areas?
	Locking devices are used to secure building entrances. All external and internal windows, doors and gates must be secured with locking devices.

	
	Is the issuance of the keys tracked and controlled?
	Management or security personnel must control the issuance of all keys or access rights. Common vulnerability of weak locking devices includes loose control of keys or access rights.

	4.1.7
	Is there adequate lighting at critical areas such as entrances and exits, cargo handling and storage areas, fence lines and parking areas?
	Lighting is an essential physical security control that helps to prevent intrusions and endangerment to employees. Lighting can increase the surveillance capabilities of security officers and vigilant members of public when there’s a crime in progress. 

	4.1.8
	Does your company have an intrusion alarm in place?
	Intrusion alarms are unmanned warning and response systems, designed to detect, delay and respond to intruder activity. There should be a guard force capable of responding to the alarm within reasonable amount of time. 

	4.1.9
	Does your company video surveillance cameras or CCTVs?
	Video surveillance cameras have 2 functions: alarm assessment and surveillance. They can be used to perform preliminary investigation upon alarm being triggered, to assist investigation and detection of criminal activity, and to deter potential crime.  

	4.1.10
	Is there positive identification for all employees?
	The primary purpose is to prevent unauthorised entry into the premises and sensitive areas within it. This provide means to identify each individual, associate access authority and control access through integration with physical access devices, i.e. badge systems, card readers and biometric controls. 

	4.1.11
	Does your company check the photo identification of visitors/contractors?
	The purpose is to accurately identify a visitor before allowing access into the premises. 

	4.1.12
	Are all visitors/contractors:
	Visitor control procedures are meant to restrict the freedom of a visitor and place controls on their movement. 

	
	a) Only given access to areas needed for visit/duties?
	

	
	b) Required to be escorted within the company's premises?
	

	
	c) Required to display the visitor pass at all times?
	

	4.1.13
	Does your company have procedures for all employees to report and engage any unauthorised or unidentified persons?
	A process to train and educate employees to lookout for and engage persons without valid badges and/ or is unescorted.  

	4.2.1
	Does your company have procedures to screen and select business partners?

(If yes, please state how screening and selection of business partners is conducted under ‘Description’.)
	A process to screen and select business partners before engaging in a business relationship with them to fully understand the integrity of the people with whom your company will be involved. Screening and selection criteria such as legality, financial solvency and stability, ability to fulfill contractual security requirements, capability to identify and rectify security weaknesses should be used in selecting a business partner. 

	4.2.2
	Does your company have security requirements for business partners?
	A process to specify security requirements for business partners to demonstrate that they are meeting the company’s supply chain security obligations, e.g. meet requirements as specified in Secure Trade Partnership (STP) or other security programmes.

	4.2.3
	Does your company have procedures to monitor and review business partners’ compliance to security requirements?
	A process to monitor and review if business partners are able to comply with security requirements. This can be done through regular meetings, documentation verification, audits, etc.  This enables company to better understand whether a business partner can meet its promises and obligations.

	4.3.1
	Does your company have a written contingency or emergency plan?
	Activity undertaken to ensure that proper and immediate follow-up steps will be taken by a management and employees in an emergency. 

	4.3.2
	Does your company have a written Business Continuity Plan (BCP)?
	Set of documents, instructions, and procedures which enable a business to respond to accidents, disasters, emergencies, and/or threats without any stoppage or hindrance in its key operations. Also called business resumption plan, disaster recovery plan, or recovery plan. 

	Section 5: Others (Strategic Goods Control)

	5.1.1
	Does your company conduct internal audits of its strategic goods export compliance system? Is there a compliance checklist in place?
	A process to review the effectiveness of the ICP and ensure that the required export control screenings for the past 12-18 months strategic goods transactions were carried out diligently.

	
	Are the audits conducted regularly?  If yes, please indicate the frequency of audits under ‘Description’.
	

	
	Is there an internal system of notifying Singapore Customs within 7 days of shipment/transfer if there is any known/suspected non-compliance with the SGCA/SGCR and/or conditions specified by Singapore Customs?
	

	5.1.2
	For companies dealing with strategic goods:  Does your company nominate suitable officers responsible for the implementation of strategic goods control and ensure compliance with SGCA (Strategic Goods Control Act)?
	A process to nominate staff to implement Trade Compliance Policy and ensure compliance with SGCA. Responsibilities should include:

· Screening and approval of all transactions;

· Enquiries as to product end-use, and end-user;

· Strategic goods control audits

· Training and education on strategic goods control

· Guidance and assistance to subsidiaries and/or affiliates

· Contact details of the nominated Strategic Goods Control Officer/Administrator should be made known to all employees for escalation of strategic goods related matters.

	5.1.3
	For companies dealing with strategic goods:  Does your company provide training on strategic goods export control for employees? Please indicate in ‘Description’ if employees are required to attend refresher training.
	A process to educate/ train employees to comply with export control procedures. This is to ensure compliance.

· Functional training (employees with export-related roles)

· Awareness training (general employees)

	5.1.4
	For companies dealing with strategic goods:  Does your company have the following in place?
	The product classification process should include the initiation of the classification process to the final determination of the product code. 

The order screening process should include the process from initial request for quotation, checking of license requirements, holding of requirements, holding of shipment till permit is obtained and finally the release for shipment.

	
	a) Working procedures to classify products/technology?
	

	
	b) Qualified personnel(s) to determine the classification.
	

	
	c) Procedures to review the classification in the event of product modification or update in the Strategic Goods Control List?
	

	
	d) Procedures to screen shipments/transfer to ensure that strategic goods or any shipment or transfers of strategic goods and technology are covered by a valid permit?
	

	
	e) Procedures to check originating/supplying country’s export/re-export license requirement?
	

	
	f) Process to hold shipment till all relevant information and documents are obtained before releasing shipment?
	

	5.1.5
	For companies dealing with strategic goods:  Does your company have working procedures to screen customers and end-users to ensure that transactions performed are to known legitimate customers or end-users? If yes, please highlight any screening software/system and documents used under ‘Description’.
	A screening process to ensure that exports of strategic goods are to legitimate (non-sanctioned) end-users and the end-use of the products are for non-WMD purposes.

	
	Are there any diversion risk “red-flag” indicators checklist used for screening and validation of customers and end-users?
	

	
	Are there any follow-up actions plan and escalation procedure when red-flags are raised?
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