THE SCHEDULE OF THE STRATEGIC GOODS (CONTROL) ORDER 2009

PART Il

DUAL-USE GOODS THE EXPORT, TRANSHIPMENT OR BRINGINIS

TRANSIT OF WHICH, AND TECHNOLOGY THE EXPORT OR

TRANSMISSION OF WHICH, REQUIRE A PERMIT

Division 2 — List of Dual-Use Goods

Product
Code

Item Description

CATEGORY 5 - TELECOMMUNICATIONS AND “INFORMATION
SECURITY"

Part 1 — TELECOMMUNICATIONS
Note 1

Category 5, Part 1 concerns components, “lasengst and “production”
equipment and “software” therefor which are spabi designed for
telecommunications equipment or systems.

Note 2

“Digital computer”, related equipment or “softwa”, when essential for
operation and support of telecommunications equignuescribed in this

Category, are regarded as specially designed compisfor the purposes
this Category, provided they are the standard modabktomarily supplied b
the manufacturer. This includes operation, admriaigbn, maintenance
engineering or billing computer systems.

5A1

Systems, Equipment and Components

DL5A001

Telecommunications systems, equipment, componemts a&cessories &
follows:

D

S

a. Any type of telecommunications equipment havamg of the following
characteristics, functions or features:

1. Specially designed to withstand transitory eteut effects or
electromagnetic pulse effects, both arising fronuelear explosion;

2. Specially hardened to withstand gamma, neutreomoradiation; or

3. Specially designed to operate outside the teatper range from 218 |
(-55°C) to 397 K (124°C);

Note
Category Code 5A001.a.3. applies only to electreqjgipment.
Note

/\

Category Codes 5A001.a.2. and 5A001.a.3. do ndudecequipmen
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Code

Item Description

designed or modified for use on board satellites.

b. Telecommunication systems and equipment, anciajye designed
components and accessories therefor, having anyhef following
characteristics, functions or features:

1. Being underwater untethered communications Bysteaving any o

the following:

a. An acoustic carrier frequency outside the rainge 20 kHz to 60
kHz;

b. Using an electromagnetic carrier frequency be36vkHz;
c. Using electronic beam steering techniques; or

d. Using “lasers” or light-emitting diodes (LEDs)ith an output
wavelength greater than 400 nm and less than 7Q0man “local
area network”;

. Being radio equipment operating in the 1.5 MBIB7.5 MHz band an

having all of the following:

a. Automatically predicting and selecting frequescand “total digital
transfer rates” per channel to optimise the trassmn; and

b. Incorporating a linear power amplifier configioa having al
capability to support multiple signals simultandgust an output
power of 1 kW or more in the frequency range of M8z or more

but less than 30 MHz, or 250 W or more in the festry range of

30 MHz or more but not exceeding 87.5 MHz, over
“instantaneous bandwidth” of one octave or moned avith an
output harmonic and distortion content of bettantk80 dB;

. Being radio equipment employing ‘“spread speuttutechniques,

including “frequency hopping” techniques, othédrah those specifie
in Category Code 5A001.b.4. and having any of thlewing:

a. User programmable spreading codes; or

b. A total transmitted bandwidth which is 100 or rmdimes the
bandwidth of any one information channel and inessoof 50 kHz;

Note
Category Code 5A001.b.3.b. does not include radjoimnent

specially designed for use with civil cellular radtommunications

systems.
Note

Category Code 5A001.b.3 does not include equiprdestgned tg
operate at an output power of 1 Watt or less.

Being radio equipment employing ultra-widebandodoiation

D

techniques, having user programmable channelisidgs; scrambling

)

an
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5. Being digitally controlled radio receivers hayiall of the following:

. Employing functions of digital “signal procesgi’ to provide ‘voice

codes or network identification codes and havingairthe following:
a. A bandwidth exceeding 500 MHz; or
b. A “fractional bandwidth” of 20% or more;

a. More than 1,000 channels;
b. A “frequency switching time” of less than 1 ms

c. Automatic searching or scanning of a part of ¢hectromagnetic

spectrum;_and

d. Identification of the received signals or thpeyof transmitter; or
Note
Category Code 5A001.b.5. does not include radio ipegent

specially designed for use with civil cellular radcommunications

systems.

coding’ output at rates of less than 2,400 bit/s.
Technical Notes

1. For variable rate ‘voice coding’, Category Co8A001.b.6. applie
to the ‘voice coding’ output of continuous speech.

2. For the purpose of Category Code 5A001.b.6.icevaoding’ is
defined as the technique to take samples of huroee \and ther
convert these samples into a digital signal, takingp account
specific characteristics of human speech.

D

U7

c. Optical fibore communication cables, optical ébrand accessories,

follows:

as

1. Optical fibres of more than 500 m in length, amkcified by the

manufacturer as being capable of withstanding aoptest’ tensile
stress of 2 x TON/m” or more;

Technical Note

‘Proof Test: on-line or off-line production screetesting that
dynamically applies a prescribed tensile stressraé@.5 m to 3 m
length of fibre at a running rate of 2 m/s to 5 mwkile passing
between capstans approximately 150 mm in diamdtee. ambient
temperature is a nominal 293 K (20°C) and relatiuemidity 40%.
Equivalent national standards may be used for etkeguhe proof test.

2. Optical fibre cables and accessories designedniderwater use;

Note

Category Code 5A001.c.2. does not include standanidil
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telecommunication cables and accessories.
N.B.1

For underwater umbilical cables, and connectors therefor, see
Category Code 8A002.a.3.

N.B.2

For fibre-optic hull penetrators or connectors, see Category Code
8A002.c.

d. “Electronically steerable phased array antefinggerating above 31.

I

GHz;
Note

Category Code 5A001.d. does not include “electralty steerable
phased array antennae” for landing systems witktrmments meeting
ICAO standards covering Microwave Landing SystewisS).

e. Radio direction finding equipment operatingratjiencies above 30 MH

z

L

and having all of the following characteristics,daspecially designe
components therefor:

1. “Instantaneous bandwidth” of 10 MHz or moréda

2. Capable of finding a Line Of Bearing (LOB) toracooperating radio
transmitters with a signal duration of less thanst

f. Jamming equipment specially designed or moditiedntentionally and

selectively interfere with, deny, inhibit, degrade seduce mobile
telecommunication services and having any of thdloving
characteristics, and specially designed comporibatefor:

1. Simulating the functions of Radio Access Netw(RAN) equipment;
or

2. Detecting and exploiting specific characterstiof the mobile
telecommunications protocol employed (e.g., GSM);

N.B.
For GNSS jamming equipment see Division 2 of Part | of this Schedule.

Passive Coherent Location (PCL) systems or e, specially
designed for detecting and tracking moving objebts measuring
reflections of ambient radio frequency emissiongpéied by non-radar
transmitters.

Technical Note

Non-radar transmitters may include commercial radielevision or
cellular telecommunications base stations.

Note
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Item Description

D

o

Code
Category Code 5A001.g. does not include any ofdit@wving:
1. Radio-astronomical equipment; or
2. Systems or equipment, that require any radimgnaission from thg
target.
DL5A101 | Telemetery and telecontrol equipment, includingugi equipment, designed
or modified for ‘missiles’.
Technical Note
In Category Code 5A101 ‘missile’ means completekebcsystems an
unmanned aerial vehicle systems capable of a rangeeding 300 km.
Note
Category Code 5A101 does not include:
a. Equipment designed or modified for manned aftavasatellites;
b. Ground based equipment designed or modifiedefoestrial or marine
applications;
c. Equipment designed for commercial, civil or &wgfof Life’ (e.g., data
integrity, flight safety) GNSS services.
5B1 Test, Inspection and Production Equipment
DL5B001 | Telecommunications test, inspection and productignipment, components

and accessories, as follows:

a. Equipment and specially designed componentscoesaories therefoy
specially designed for the “development”, “proctlion” or “use” of
equipment, functions or features specified in CatggCode 5A001
5B001, 5D001 or 5E001;

Note

Category Code 5B001.a. does not include opticakfitharacterisation
equipment.

b. Equipment and specially designed componentscoessories therefor
specially designed for the “development” of any the following
telecommunication transmission or switching equipme

1. Equipment employing digital techniques desigteedperate at a “total
digital transfer rate” exceeding 15 Gbit/s;

Technical Note

For switching equipment the “total digital transfeate” is measured
at the highest speed port or line.
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Code
2. Equipment employing a “laser” and having any tbe following
characteristics:

a. A transmission wavelength exceeding 1,750 nm;

b. Performing "“optical amplification”;

c. Employing coherent optical transmission or ceher optical
detection techniques (also called optical heteredgn homodyne
techniques); or

d. Employing analogue techniques and having a bahidvexceeding
2.5 GHz;

Note
Category Code 5B001.b.2.d. does not include equiprsgecially
designed for the “development” of commercial pgtems.
3. Equipment employing “optical switching”;
4. Radio equipment employing Quadrature-AmplitudedMlation (QAM)
techniques above level 256; or
5. Equipment employing “common channel signallingperating in non-
associated mode of operation.
5C1 Materials
None.
5D1 Software
DL5D001 | “Software”, as follows:

a. “Software” specially designed or modified fdhe ‘“development”,
“production” or “use” of equipment, functions rofeatures, specified in
Category Code 5A001 or 5B001,

b. “Software” specially designed or modified tapport “technology”
specified in Category Code 5E001;

c. Specific “software” specially designed or mbdd to provide
characteristics, functions or features of equipmspeécified in Category
Code 5A001 or 5B001;

d. “Software” specially designed or modified ftre “development” of any
of the following telecommunication transmissiorsaitching equipment:

1. Equipment employing digital techniques desigtedperate at a “total
digital transfer rate” exceeding 15 Ghbit/s;
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Code
Technical Note
For switching equipment the “total digital transfeate” is measured
at the highest speed port or line.
2. Equipment employing a “laser” and having arfyttee following:
a. A transmission wavelength exceeding 1,750 nm; or
b. Employing analogue techniques and having a battkdvexceeding
2.5 GHz;
Note
Category Code 5D001.d.2.b. does not include “safeX specially
designed or modified for the “development” of auoercial TV
systems.
3. Equipment employing “optical switching™; or
4. Radio equipment employing quadrature-amplitudetntation (QAM)
techniques above level 256.
DL5D101 | “Software” specially designed or modified for thi&use” of equipment
specified in Category Code 5A101.
5E1 Technology
DL5EOQO01 | “Technology”, as follows:

a. “Technology” (according to the General Techogy Note) for the
“development”, “production” or “use” (excludng operation) of
equipment, functions or features or “software’pesified in Category
Code 5A001, 5B001 or 5D001;

b. Specific “technology”, as follows:

1. “Required” “technology” for the “developmety or “production” of
telecommunications equipment specially designeldetaised on board
satellites;

2. “Technology” for the “development” or “use of “laser”
communication techniques with the capability of cawatically
acquiring and tracking signals and maintaining camitations
through exoatmosphere or sub-surface (water) media;

3. “Technology” for the “development” of digitacellular radio base
station receiving equipment whose reception cajigsil that allow
multi-band, multi-channel, multi-mode, multi-codinglgorithm or
multi-protocol operation can be modified by changesoftware”;

4. “Technology” for the “development” of “sprad spectrum”
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techniques, including “frequency hopping” techoes;

C.

“Technology” (according to the General Techmgy Note) for the
“development” or “production” of any of the fdbwing:

1. Equipment employing digital techniques desigtedperate at a “total

digital transfer rate” exceeding 15 Ghit/s;
Technical Note

For switching equipment the “total digital transfeate” is measured
at the highest speed port or line.

2. Equipment employing a “laser” and having arfytiee following:
a. A transmission wavelength exceeding 1,750 nm;

b. Performing “optical amplification” using Prasdymium-Doped
Fluoride Fibre Amplifiers (PDFFA);

c. Employing coherent optical transmission or ceher optical
detection techniques (also called optical heteredgn homodyne
techniques);

d. Employing wavelength division multiplexing teatpes exceeding
optical carriers in a single optical window; or

e. Employing analogue techniques and having a baltidvexceeding
2.5 GHz;

Note

Category Code 5E001.c.2.e. does not include “tetdgy” for the
“development” or “production” of commercial T'gystems.

3. Equipment employing “optical switching”;

4. Radio equipment having any of the following:

a. Quadrature-Amplitude-Modulation (QAM) techniguaisove level
256;

b. Operating at input or output frequencies exaegp8il.8 GHz; or
Note

Category Code 5E001.c.4.b. does not include “tetbgy” for the
“development” or “production” of equipment degied or
modified for operation in any frequency band whigh‘allocated
by the ITU” for radio-communications services, mdt for radio-
determination.

c. Operating in the 1.5 MHz to 87.5 MHz band andomporating
adaptive techniques providing more than 15 dB seggion of an
interfering signal;_or

[09)

5. Equipment employing “common channel signallingperating in non-
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associated mode of operation.

DL5E101

“Technology” (according to the General chmology Note) for the
“development”, “production” or “use” of equipnent specified in Categor
Code 5A101.




