Strategic Goods Control
and SefCompliance

9 September 2016

SINGAPORE L

We MakeTradeEasy,Fair& Secure




AGENDA

1. Introduction
o Strategic Goods Control
o Key Concerns for SGC Transactions
2. Non-Compliance Areas
o Common Mistakes
o0 Best Practices
3. Enhancing Self-Compliance
4. Building Capacity for Compliance
o TradeFIRST

o
© _
[y \VeMakeTradeEasyFair& Secure Copyright @ 2016 Singapore Customs. All Rights Rese



INTRODUCTION

Introduction



STRATEGIC GOODS CONTROL

A What are Strategic Goods / Strategic Goods Technology

V ltemsthat can be used for the production, development or usauclear
chemicalor biologicalweaponsor missilescapableof deliveringthese
weapons

V These include:
o Military goods including conventionarms;

o Dualuseitemsboth civilian / industrial and militargpplication; and

o Relatedsoftware andechnology.

A Transfer & brokering afrategicgoods and/ or strategic goods
technology are controlled under the Strategic Goods (Control) A
(SGCA)
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STRATEGIC GOODS CONTROL
THE NEED FOR STRATEGIC GOODS CONTROL

V Regulatahe trade in or transfer of strategic goods and/or
strategic goods technology

V Curb the proliferation and illicit transfer of weapons of mass
destruction (WMD)

V Maintain confidence of our tradingartners
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STRATEGIC GOODS CONTROL
CONTROLLED TRANSACTIONS

N
wBring goods out of Singapore by air/sea/land
Export/Reexport wLocal consignor
w Through B/L or AWB )
= nme wGoods unloaded & loaded onto same/ another conveyance
wNo local consignee
S
w Through B/L or AWB
Rring = wGoods remain onboard conveyance
wNo local consignee
wElectronic transmission in Singapore to foreign country )
=l L) g 2 wMakeavailable technology to person in foreign country
<ol Lol wVia email, fax, internet etc.
wArrange/negotiate, or facilitate so, in Singapore for deal in
SroKering transfer of goods/technology from one foreign country to
{ another, regardless whether item passes through Singapore
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STRATEGIC GOODS CONTROL

REQUIREMENTS

A Products shall only be transferred to legitimate and approved
customers and endisers

A Permit Requirements

V Apply for a Strategic Goods Export (Prefix: XO) permit for exports of
strategic goods

V Apply for a Strategic Goods Transshipment (Prefix: XP) permit for
transshipment of strategic goods

A License Requirements

V Movements of controlled items should have prior approval from the
Competent Authority (e.g. SPF for arms, Customs for chemicals)

i Compliance with permit & licensing conditions




SGCA Penalties

N
Court fines wlst Offence- $100,000 / 3 times value of goods
w2nd & subsequent offences $200,000 / 4 times value
of goods
and / or ) y
K
wn |mpris®mm@mt wlst Offence- 2 years Jall
g w2nd & subsequent offences 3 years jalil
> and / or \ Y,
4 .
% o i wGoodsthat are subject of a suspected offence under
Q) S__(elzzure&& the Act may be seized, pending investigation
@) Forfeiture of goots _
A wMay be forfeited bycourt order
and / or \ Y,
4 A
. Minor technical offences may be compounded for up to
Composttion j){ $10,000
\_ Y,

o
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Key Concerns for SGC Transactions

A All companies play an important rdlecounter-
proliferation and ensuringupply chain security.

A Key concerns arise during:

a)
b)
C)
d)
e)

The submission of permit declarations

Customer screening procedures

Product screening procedures
Enduserscreening procedures
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COMMON MISTAKES

A Application of Incorrect Permit / Failure to take up Permit
- Applying for an ordinary permit instead of a Strate@omdsExport permit

- Reasons for offence:
V Lack of awareness on SGCA and its controls

V Incorrect classification of products

V Misassumption that having a license from a Competent Authority is sufficient approval fol
the transfer of products

VaAdl 8adzyLliazy GKIFIG !'{Qa SELRNILI fA0Syas
permit / license is not required
V Lack of coordination / diligent checks conducted during permit declaration

- Offence Sectiorb(1)(a) of the Strategic Goods (Control )Act (SGCA)




COMMON MISTAKES

A Failureto Register as a Brok

Involved in arranging / negotiating
the acquisition, transmission or
disposal of goods from one foreig
country to another without
registering with Singapore Custo

Reason for offence: Lack of
knowledge on brokering controls

Offence: Section 6 (1) of the Strat
Goods (Control) Act

A Failure to Apply for a License

i€

Export of SGC chemicals also
controlled under the National
Authority Chemical Weapons
Convention without NA(CWC)
license

Reasons for offence: lack of
knowledge or incorrect product
classification

Offence: Section 9(4) of the Chemica
Weapons (Prohibition) Act




COMMON MISTAKES

A Incorrect Declaration of SGCR A Failure to Retain Documents

Od-hégéuv t SNIYAUGR Crril@eftoRethin shipping / brokering
documents for a period of at least 5
years

- Enduser

- Consignee

- Incorrect Entity Name / Address

- Country of Destination vs. Port of
Discharge

- Place of receipt / release A Eailure to Comply with Permit /
Licensing Conditions

- Offence: Regulation 20 of the
Strategic Goods (Control) Regulations

- Offence: Section 28(1)(a) of the

Regulation of Imports and Exportsff - Companies are required to produce
Act & Section 30(1) of the Strateg; goods and permit for endorsement at
Goods (Control) Act Checkpoints, for individual permits

and/or handcarried goods.

- Offence: Regulation 8 of the Strategic
Goods (Control) Regulations




CASE EXAMPLE

A Freight Forwarding Company

- Freight coordination for its main office in India

- Deals mainly with satellitand aviation equipmenfior research purposes
- Did not have any warehouse in Singapore

- All goods are temporarily stored in the FTZ, awaiting export

- Item in question was exported under an OD permit

- Categorizedascontrolled¢ under product code 6A002

- An XO permit should have been taken

- Offence: Section 5(1)(a) of the Strategic Goods (Control )Act) &G Cw failure
to take up a permit

£ E3-0-0- 8
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pl a2 sesTPrACTICES A

V Read through documents carefully to identify possible controllec
items
0 E.g. Invoice indicate a SGCO product code or ECCN

o0 E.g. Item description indicates that it may be controlled such as integrate:
circuits

o Guide on determination of strategic goods:
http://www.customs.gov.sg/~/media/cus/files/business/strateqic%20goods%20control/quidel
ookonthedeterminationofstrategicgoods.pdf?la=en

o If you are unsure of the product classification, you may approach Custorr
for assistancecustoms_ classification@customs.gov.sg
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DO

V Conduct dualiligence checks on your customers & argers

o0 E.g. check if they are sanctioned by the United Nations Security Council
they raise any red flags to suggest an illegal transaction

V Ensure that you have all documents for permit declaration

o Eg. invoice, packing list, air way bill/ bill of lading draft, Eiser
Statement and expottiicense (if applicable

V Check with theelevant parties iffou are unsure of the permit
details or have detectediscrepancies




i 2 BEST PRACTICES ‘£

V Know the contents you arexporting/bring in
transit/transhipping/brokering/engaging in ITT feach
consignment by clarifying with the relevaparties

V Exporters and freight forwarders to work jointly to ensure
compliance with Customs legislatiarinenengaging in exvorks
shipments

V Comply with permit / licensing / registration conditions
o E.g. submission of hafearly report on brokering activities

o E.g. present the permit and goods for endorsement atdheckpoint if
required




i 2 BEST PRACTICES ‘£

V Implementclear working procedures for notifying Customs upon
discovery of a possible error declaration
o For changes in neamendable permit fields, to setfisclose to Customs

V Retain documents for a period of at least 5 years

V Promptly inform Singapore Customs if there is any change in yo
O2YLI yeéQa LI NIOAOdz | NAEE G2 Sy
regulatory procedures




;‘H‘_'L BEST PRACTICES
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3 Makea declaration without verifying the authenticity of all the
supportingdocuments

3 Provide vague descriptionE.gs.:
o Items: SBTX, IC and VBE VS. Firewall Service Module, Integrated Circuit
Pressure Inducer

o0 Enduse: Telecommunication / internal office use VS. Manufactured into
SIM cards / higher assembly into motherboard for computer
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3 Make a last minute submission of SGC permit applications

0 DAs are required to apply for an individual permit at least 5 working days
before the transfer of strategic goods

3 Acceddo requests from customers to make incorre@leclarations

3 Proceed with transactions if there are any ##ags detected
during correspondence with the customers

o E.g. Customer is insisting on cash payment for the transaction.




ENHANCING SELF
COMPLIANCE
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1. INFORMATION ON CUSTOMS WEBSI

A Strategic Good&Control) List:
http://www.customs.gov.sqg/businesses/strateguoodscontrol/strateqic
goodscontrol-list

A Declaring AgenGovernance Framework:
http://www.customs.gov.sqg/businesses/reqisterubo-trade/reqistration
procedures/reqgistelas-declaringagentor-declarant

A TradeFIRS(BTS):
http://www.customs.gov.sg/leftNav/trad/TradeFIRST.html

A Licensing conditions for Customs Schemes & Licenses including STS:
http://www.customs.gov.sg/businesses/strateegoodscontrol/permit-
and-reqistrationrequirements/bulkpermit-exporttranshipmentand-

Intangibletransfer-of-technoloqy
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1. INFORMATION ON CUSTOMS WEBSI

A UNSC Sanctions:
http://www.customs.gov.sg/aboutis/nationalsingle
window/tradenet/competentauthoritiesreqguirementsfor-controlled
items/united-nationssecurity-councitunsesanctions

A Red Flag Indicators:http://www.customs.gov.sg/businesses/strateeimods
control/sanctionedlists-and-red-flags

A Unilateral Sanction Lists or Embargoes:
http://www.customs.gov.sg/businesses/strateegmodscontrol/sanctioned
listssand-red-flags

A Updates on Customs requirementstp://www.customs.gov.sg/newsnd-
media/circulars

A Subscribe to mailing listtps://www.customs.gov.sg/subscribe
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2. SINGAPORE CUSTOMS ACADEMY
COURSES

A SC101: Customs Procedures

A SC102: Classification & thlarmonisedSystem

A SC111: Handsn TradenetDeclaration

A SC201: Basics of Strategic Goods Control Seminar

A Course materials are available on website for-k&fning:
WWW.customsacademy.qov.sg
https://www.customsacademy.gov.sg/resourcentre.aspx
Email:.customs academy@customs.gov.sg

Course Materials
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http://www.customsacademy.gov.sg/
https://www.customsacademy.gov.sg/resource-centre.aspx
https://www.customsacademy.gov.sg/resource-centre.aspx
https://www.customsacademy.gov.sg/resource-centre.aspx
mailto:customs_academy@customs.gov.sg

© 3 VOLUNTARY DISCLOSURE
ustuosud PROGRAMME (VDP)

A Encourage companies to selisclose on any errors
committed under legislation enforced by Customs

A VDP Link:
http://www.customs.gov.sg/businesses/compliance/voluntary
-disclosureprogramme



http://www.customs.gov.sg/businesses/compliance/voluntary-disclosure-programme
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http://www.customs.gov.sg/businesses/compliance/voluntary-disclosure-programme

"  BUILDING CAPACITY FO
COMPLIANCE

TradeFIRST

EASY P FAIR P SECURE

=y \\VeMakeTradeEasyFair& Secure
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TRADEFIRST ASSESSMENT

A TradeFIRS3 TradeFacilitationIntegratedRisk-basedSysTem

A Whatis TradeFIRST
V TradeFIRSJ TradeFacilitation Integrated Rsk-basedSysiem

V Free assessment, and mandatory for companies applying for Customs
schemes and licenses

V Companies which meet certain standards are accorded facilitations for
greater convenience

V Covers elements of the supply chain security

A Strategic Trade Scheme (STS)

V A facilitation for companies with good internal export control measures

V Able to identify risks of transfers relating to strategic goods/technology




STRATEGIC TRADE SCHEME (STS,

wWhat are the capabilities of the product?
wls the product adequate for the intended end use?

Product

- wAre the business profiles of the involved entities relevant for the
Entities intended transaction?

(S0EE RO EERSIREEE  wis any of the entities sanctioned or listed in watch list, or
associated with one that is?

wa GKS AYyGSyRSR SyR dza$ | RS dzt
andinf AYS gAUK UKS SYR dza SNXa 0 dz
End Use wls the intended end use of military/governmental nature?
wls the product intended to be integrated into a higher assembly
for further transfer?

__ wls the transfer of the product subject to the export control laws of
Country of Ol’lgln & the originating/supplying country?

Destination wis the product destined for a sanctioned country or one of
proliferation concern?

wAre the information provided consistent with that detailed in the
supporting documents?

wAny red flags? (e.g. high sum offered for low value goods,
ordering of incomplete product package, economically illogical
shipping route)

Supporting Documents &
Red Flags

VVCIVIART | TAautady fadllse ocLulc
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STRATEGIC TRADE SCHEME (STS,

Individual Permit
1 permit per
shipment

Bulk Permit Preapproval of

multiple products

to pre-approved

consignees/end
users

Approval by Specific Entities

Pre-approval of
@ multiple products
to pre-approved

destinations

Approval by Countries of Destination

£ TradeFIRST

i; . EASY p FAIR P SECURE
Pty \\/eMakeTradeEasyFair& Secure




4. REPORTING SUSPICIOUS ACTIVITI

A Forreporting ofsuspicious or illegal activities, you mage
one of the following methods:

- Callour 24-hour toll-free hotline at18002330000

- Emailus atcustoms intelligence@customs.gov.sg



mailto:customs_intelligence@customs.gov.sg

THANK YOU

GThe information shared is for general reference only. It does not
constitute legal or other professional advice in relation to any particiilar
matter. It may not represent all the information that is available in
relation to any particular issue, and the Government of the Republicibf

Singapore may vary or modify the policies and/or practices that ha
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