SINGAPORE
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MEDIA RELEASE

Immediate

3 December 2025

SINGAPORE CUSTOMS WARNS OF NEW PARCEL SCAM
VARIANTS

Singapore, 3 December 2025 — Singapore Customs (“Customs”) is alerting the public
to two new variants of parcel scams in which scammers impersonate Customs or its
officers to deceive victims into making payments or revealing banking details in recent

months.

Scam Variant #1

2 Scammers posing as Customs would send victims an email from a Gmail
account sgpcustoms648171@gmail.com to inform victims that they have a parcel
which is purportedly withheld by Customs for compliance reasons. In the email, victims
would be issued a fake inspection notice requesting victims to be present for an onsite
inspection of the goods scheduled a few days from the date of the email. The

document contains impersonation of a member of Customs’ senior management.

3 In lieu of being physically present at the inspection, scammers would then offer
victims the alternative of paying a “verification fee” to a Malaysian bank account, with
the promise that the parcel would be released once the victims pay and a full refund
would be issued afterwards. Victims would also be invited to fill up a forged “Singapore
Customs Inspection Agreement” form with their bank account details for the supposed

refund.



4 Closer to the payment deadline, scammers would follow up with emails to
threaten victims to make the bank transfer or else the scammers would “notify the
Malaysian police and initiate arrest proceedings for contraband”. Several victims of
this scam who contacted Customs to verify the authenticity of the emails and

documents have Malaysia-registered telephone numbers.

Scam Variant #2

5 Scammers posing as Customs officers would send Whatsapp messages to
victims informing them they have gold bars registered under the victim’s name being
held by Customs. Scammers would send victims photographs of the supposed gold
bars and a forged document bearing the old Customs logo and falsified shipping
details. Scammers would request victims to make payment for the release of the gold
bars, or face immediate seizure of the gold bars, legal action for “customs evasion”,

and “blacklisting from all future shipments”.

Protect against scams

6 Members of public are advised to take the following precautions to guard

against scams:

a) Customs will never request for payment to release parcels.

b) Official correspondences from Customs are sent from email addresses
containing the @customs.gov.sg domain. Customs does not send official
correspondences via personal email accounts (such as Gmail), Whatsapp

and other messaging platforms, or social media.

c) Government officials will never ask for money or bank details via phone call,

text message or email. Only trust SMSes from the gov.sg SMS sender ID.

d) When in doubt, verify at customs feedback@customs.gov.sg or call the
ScamShield Helpline at 1799 to check.



mailto:customs_feedback@customs.gov.sg

e) Report scams to the police immediately at https://www.police.gov.sg/E-

Services/Lodge-Police-Report.

7 We take a serious view of such scams as they undermine public trust in
Singapore Customs. Let us stay informed and vigilant, and together, we can combat

scams.

Annex: Screenshots of scam messages and forged documents

-END-

About Singapore Customs

Singapore Customs protects revenue and facilitates trade for Singapore’s economic growth while
continuously striving to be a world-leading customs authority. As a partner of the Ministry of Finance,
we ensure compliance with customs and tax regulations, safeguard the nation’s financial interests, and
combat illicit trade activities. We also enable seamless trade by simplifying customs processes, building
global trade connectivity, and maintaining Singapore’s position as a trusted global trading hub. Guided
by our values of integrity, commitment, courage, responsiveness and teamwork, we strive for excellence
with a professional and innovative team. Together, we ensure revenue and enable trade, fostering a
thriving Singapore economy.

To find out more, visit our website at www.customs.gov.sg

Follow Customs on:

£1O]J lin


https://www.police.gov.sg/E-Services/Lodge-Police-Report
https://www.police.gov.sg/E-Services/Lodge-Police-Report
http://www.customs.gov.sg/
https://www.facebook.com/SingaporeCustoms/
https://www.instagram.com/singaporecustoms/
https://www.tiktok.com/@singaporecustoms
https://sg.linkedin.com/company/ministry-of-finance-singapore-customs

Annex

22:32

gP s 12:59

Sl Ll R @D 22:35

B @ & i <

WA B

& tETFUAELTERE

As
the

Hall Tl > @)

B O B

[Singapore Customs Notice]

Cargo Inspection and

Document Review Notice

We hdve contact " *he Malaysian gP s 3%al
police to initia . proceedings (SN - A
) o
B
gPs
We haw
=2 | B

= sgpcustoms648171@gmail

.com

TFHERE (4

(Permit No.: 2025091672) e
( [FngisxES
RX 4 EZEN (FoiEs:
2025091672) ) Bos G

EMER

@ «

iced that you have not
yet submitted your deposit and

received your shipment at Customs
today. As per regulations, please

éﬂ

complete the payment by October

Ch
= w] < = <
@5 I Sl 22:36
(_
gP s 3x#r
= 2 EREN

5] Jﬂ;??mﬂ{#wﬂizmﬁhﬁ%m WA B
ERFEAHSC

We have received your order and shipping
cooperation in the
equired by

rification fee of SGD
65) fram your bank
account.

This fee is required for routine customs clearance
and is mandatory in acs

regulati

shipment

Please inform us

remittance to
adec

payment.

Once veri

granted, v

the bank account you provided v
business days.

n the attached
nd completely
farmation and the refund

Please

F2025%10
RBR215A= 15114558:

S EZ

P

N ORA v b (172

B8

BR LTI ERREREN X
AEE AR 3T

Singapore Customs

Inspection Notice
No.: IM1L001423K

Dear

cordance with the
Impol nd Exports

ngapore Regulation of

Your imported gocds (including decumentation)

been random| ected tl gh our risk
management procedures and are subject to
physical inspection and document review to
ensure the accuracy and com) e of the
declared information, including name, quantity,
value, origin, and intended use

avoid customs clearance delays and storage
please attend the ion in person or on
time, or on behalf of an authorized representative,
and bring all required documents.

If you need to reschedule your Inspection date, you

must submit c n within the spet
time limit and await approval before rescheduling
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We have noticed that you have not
yet submitted your deposit and

received your shipment a

today. As per r

If you fail to do so by the deadline,

we will notify the Malaysian police
and initiate arrest proceedings for
suspected contraband.

If you have any questions or require
further assistance, please feel free

to contact us.

Screenshots of emails from Scam Variant #1



INGAPORE
IR
No.IM1L001423K

‘According to the Regulation of Imparts and Exports Act of Singagore:
1

through our risk-control measures for physical inspection

and document verification, in arder to ensure the accuracy and comiiance of the declared description, quantity, value, country of origin
and intenced use

2

in person or autharize an agent to attend within the stipulated
deadline. annpmm all equired documentsfor nspection
3,Should a rescheduling be necessary, please submit i i  await approvl.

casesnd Sprnent i rention

i0:12005001672]

" Couter Tochng No 1984361594763]

+ Mode of Transport: [Air Freight]

+ imgorter of Recara:

+ Consignee:

+ Declared Goods Name / HS Code: [Plush Toys]

+ Declared Value [Currency): [MYR 259)

+ Suppler Name:

+ Seneduled inspection Date: [2025/10/03] (Aetual timing subjeet to notice o on-site arangements)

Complance Requirements
* Timinpostororan iz epreergah o presea:tshe st ths dnposcebon of ol e s dormmeres
where a lice: a duly executed

. Subrmi Compere SupRONINg Gocutnents ot arssctan on goods wihin v ng conssency ithdeclred
information
+ Cooperate with unsealing, eounting, photographing, vises ments during inspection. Resealing

and repacking will be handied in accordance w
i the warting day prios to the
+ Donet touth, meve, of replace. truetions during inspection.
Required Documents

+ identity & Entity Qualfication: Co
documents (for companies)
Transaction Documents: Comemercia  quatation or discount proaf
Payment Praof: Remittance slp, cre Statement, thid-party payment screenshot
Logisties Documentation: Bill of aci courie conggrmen not,pacing st
Product n sheet. product el o compesion,sogs deal, b mode magging

uppier qutat i (incuting prieing, eiscounts, promotiens)

O & Aepiy Gonamant: Cor s f o 1 APATABI, o1 Qutarspecn an euartin soeuts (1 ubct

I etails an respoRSIBIE person's e

control)

Contaet information
+ Responsibie Division: [Singapore Custorns]
Customs fficer:

Outa and Deciaration

Personal p purposes, and willbe p acerdance
ik the Pascrat D Provegton et o ul smwe
his p it shail be ' the addressee, and strict

compliance with th instructions set out rereinis required:
o

Hereby notified.

Customs Officer:

1 Bulim Drive, Custems Operations Command, Singapore 848171
E-mall; customs@oustoms.gov.sg

Singapore Customs Inspection Agreement

Party A (ApplicantGonsignee):
1D Number.

Gontact Number:

Email.

Party B (Inspection Unit/Crganizer:
Address:
Contact Number:

Article 1: Inspection ltem

Pursuant to relevant impart and axport regulations, Party A's imparted goods require document review ar
physical inspection as part of routine risk management procedures. Party A has acknowledged and uglccs o
‘cooperate with Party B in completing the relevant inspection procedures.

Article 2: Inspection Fee
Party A shall pay the inspection fe

in advance, subject to form,

Atter the inspection is compisted, Party B
within twa business days in ag

designated bank account

Article 3: Refund Ban}
Bank Name:
Bank Account Number:

Narme:

Party A quarantees that the bank account information provided is carrect. Party B assumes no responsibi
for any refund failure resulting from errors.

Party B promises to conduct the verification and refund procedures in accordance with the law and adhere lo
the principles of faimess, impartiality, and transparency.

Article 5: Effective Date of Agreement
This Agreement shall lake effect and be legally binding upon the dale beth parties sign or seal it

Party A (Signalure)
Date:

Party B (Signature/Seal
Date:

Screenshots of fake Customs documents from Scam Variant #1



OFFICIAL PAYMENT NOTICE
FROM: Singapore Customs =
Woodlands Checkpoint
REF: GD-32B-SIN-774

- -
Proceed with the payment of SGD
$9,740 immediately to the official
customs account below:

BANK: »
ACCOUNT NAME: Slngapore
Customs Official Client Account
ACCOUNT NO:

SAVINGS ACCOUNT.

A Payment must be completed
within the next 2 hours to avoid
permanent seizure a
Send proof

in case escalation
and Dlacklisting from future
shipments,

R

x

W

+65 8187 1273
Iosl?een yesterday at 11:27 PM

<2 @

OFFICIAL FINAL NOTICE —
SINGAPORE CUSTOMS
Ref: GD-32B-SIN-774 | URGENT

Dear

We cannot accept payment on
November 3rd. The deadline
remains tomorrow at 11:00 AM.

If payment of SGD $9,740 is not
received by this time, your shipment
will be permanently seized and
handed over to the State under
Section 12(3) of the Singapore
Customs Act.

This is your final notice. No further
extensions or negotiations will be
entered into.

Officer Henry Tan
Singapore Customs
Clearance Division

7:00PM

~Officer Henry Tan

< 22/10/26, 5:562PM

2

L

PHINE NO AND NRIC NO

SENDER

COURIER

4 Reply

%

SINGAPORE CUSTOMS

GOODS ARD SERVICES 'u

NAME OF OWNER
-~
ADDRESS

+65 8187 1273
jast seen yesterday at 11:27 PM

<z @
Officer Henry Tan

Singapore Customs 3:20PM

URGENT: FINAL PAYMENT
VERIFICATION NOTICE
FROM: Singapore Customs =
Woodlands Checkpoint

REF: GD-32B-SIN-774

Our records show you have NOT
completed the SGD $9,740
payment. The allocated payment
window expires soonest.

If payment is not received by the
deadline:

X Immediate seizure of 32 gold
bars

X Legal case filed for customs
evasion

X Blacklisting from all future
shipments

This is your FINAL warning.

—+

S G

DATE: | 1710738

Screenshots of Whatsapp messages and a fake Customs document

from Scam Variant #2
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