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MEDIA RELEASE  

Immediate 
 
3 December 2025 
 
 

SINGAPORE CUSTOMS WARNS OF NEW PARCEL SCAM 
VARIANTS 

 

 

Singapore, 3 December 2025 – Singapore Customs (“Customs”) is alerting the public 

to two new variants of parcel scams in which scammers impersonate Customs or its 

officers to deceive victims into making payments or revealing banking details in recent 

months. 

 

Scam Variant #1 

 

2 Scammers posing as Customs would send victims an email from a Gmail 

account sgpcustoms648171@gmail.com to inform victims that they have a parcel 

which is purportedly withheld by Customs for compliance reasons. In the email, victims 

would be issued a fake inspection notice requesting victims to be present for an onsite 

inspection of the goods scheduled a few days from the date of the email. The 

document contains impersonation of a member of Customs’ senior management. 

 

3 In lieu of being physically present at the inspection, scammers would then offer 

victims the alternative of paying a “verification fee” to a Malaysian bank account, with 

the promise that the parcel would be released once the victims pay and a full refund 

would be issued afterwards. Victims would also be invited to fill up a forged “Singapore 

Customs Inspection Agreement” form with their bank account details for the supposed 

refund. 
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4 Closer to the payment deadline, scammers would follow up with emails to 

threaten victims to make the bank transfer or else the scammers would “notify the 

Malaysian police and initiate arrest proceedings for contraband”. Several victims of 

this scam who contacted Customs to verify the authenticity of the emails and 

documents have Malaysia-registered telephone numbers. 

 

Scam Variant #2 

 

5 Scammers posing as Customs officers would send Whatsapp messages to 

victims informing them they have gold bars registered under the victim’s name being 

held by Customs. Scammers would send victims photographs of the supposed gold 

bars and a forged document bearing the old Customs logo and falsified shipping 

details. Scammers would request victims to make payment for the release of the gold 

bars, or face immediate seizure of the gold bars, legal action for “customs evasion”, 

and “blacklisting from all future shipments”. 

 

Protect against scams 

 

6 Members of public are advised to take the following precautions to guard 

against scams: 

 

a) Customs will never request for payment to release parcels. 

 

b) Official correspondences from Customs are sent from email addresses 

containing the @customs.gov.sg domain. Customs does not send official 

correspondences via personal email accounts (such as Gmail), Whatsapp 

and other messaging platforms, or social media. 

 

c) Government officials will never ask for money or bank details via phone call, 

text message or email. Only trust SMSes from the gov.sg SMS sender ID. 

 

d) When in doubt, verify at customs_feedback@customs.gov.sg or call the 

ScamShield Helpline at 1799 to check. 

 

mailto:customs_feedback@customs.gov.sg
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e) Report scams to the police immediately at https://www.police.gov.sg/E-

Services/Lodge-Police-Report. 

 

7 We take a serious view of such scams as they undermine public trust in 

Singapore Customs. Let us stay informed and vigilant, and together, we can combat 

scams. 

 

Annex: Screenshots of scam messages and forged documents 

 

-END- 

 

About Singapore Customs  
Singapore Customs protects revenue and facilitates trade for Singapore’s economic growth while 
continuously striving to be a world-leading customs authority. As a partner of the Ministry of Finance, 
we ensure compliance with customs and tax regulations, safeguard the nation’s financial interests, and 
combat illicit trade activities. We also enable seamless trade by simplifying customs processes, building 
global trade connectivity, and maintaining Singapore’s position as a trusted global trading hub. Guided 
by our values of integrity, commitment, courage, responsiveness and teamwork, we strive for excellence 
with a professional and innovative team. Together, we ensure revenue and enable trade, fostering a 
thriving Singapore economy. 
 

To find out more, visit our website at www.customs.gov.sg   
 
Follow Customs on: 

     

  
 

 

 

 

 

 

https://www.police.gov.sg/E-Services/Lodge-Police-Report
https://www.police.gov.sg/E-Services/Lodge-Police-Report
http://www.customs.gov.sg/
https://www.facebook.com/SingaporeCustoms/
https://www.instagram.com/singaporecustoms/
https://www.tiktok.com/@singaporecustoms
https://sg.linkedin.com/company/ministry-of-finance-singapore-customs
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Annex 

 

    

  

Screenshots of emails from Scam Variant #1 
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Screenshots of fake Customs documents from Scam Variant #1 
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Screenshots of Whatsapp messages and a fake Customs document  

from Scam Variant #2 


